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Overview

» Nagios

- Used for alerting based on thresholds

« Host status, CPU Utilization, Disk Space,
Bandwidth, Load, Interface Status

o Cacti

- Used for historical graphing
e CPU Utilization, Disk Space, Bandwidth, Load



Agenda

» Nagios Application Install

~» Cacti Application Install
» Cacti Basics

« Nagios Basics

o Summary

« Questions



Prerequisites

« Unix server running your favorite Distro
 LAMP Configuration

- Linux

- Apache
- MySQL
- PHP



Nagios Install

o Install packages for Ubuntu

sudo apt-get install nagios3 nagios-snmp-plugins nagios-
plugins-extra

sudo /etc/init.d/apache2 restart
cd /etc/nagios3/

sudo htpasswd -c htpasswd.users nagiosadmin

« Open a web browser and point to
http://servername/nagios3/



Cacti Install

o Install packages for Ubuntu

sudo apt-get install cacti cacti-spine
sudo /etc/init.d/apache2 restart

«Open a web browser and point
to http://servername/cacti/



Cacti B_ésics




acti Configuration
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Cacti Installation Guide

Thanks for taking the time to download and install cacti, the complete graphing solution for your
network. Before you can start making cool graphs, there are a few pieces of data that cacti needs
to know.

Make sure you have read and followed the required steps needed to install cacti before
continuing. Install information can be found for Unix and Win32-based operating systems.

Also, ifthis is an upgrade, be sure to reading the Upgrade information file.

Cacti is licensed under the GMLU General Public License, you must agree to its provisions
before continuing:

This program is free software; vou can redistribute it and/or modify
it under the terms of the SNU Seneral Public License as pubklished by
the Free Software Foundation; either version 2 of the License, or (at
yvour opticon) any later version.

This program is distributed in the hope that it will be us=ful, but

WITHOUT ANY WARRANTY; without even the implied warranty of
HMERCHAITTAEILITY or FITHESS FOR A PARTICULAR FURFOSE. Se= the GHUT

General Fublic License for more details.

Done
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Cacti Installation Guide .:

Please select the type of installation

I Mew Install =

The following information has been determined from Cacti's configuration file. If it is not correct,
please edit 'include/config.php' before continuing.

Database Uger: cacti

Databass Hostnams:

Database: cacti

Server Operating System Type: unix

Done
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Done

Cacti Installation Guide

Make sure all of these values are correct before continuing.

[FOUND] RRDTeol Binary Path: The path to the rrdtool binary.
I{usrfbinfrrdlool
[OK: FILE FOUND]

[FOUND] PHP Binary Path: The path to your PHP binary file (may require a php recompile to
get this file).

I.rusrfbinfphp

[OK: FILE FOUND]

[FOUND] snmpwalk Binary Path: The path to your snmpwalk binary.

Ifusrfbinfsnmpwa\k
[OK: FILE FOUND]

[FOUND] snmpget Binary Path: The path to your snmpaget binary.
I{usrfbinfsnmpgct
[OK: FILE FOUND]

[FOUND] snmplkulkwalk Binary Path: The path to your snmpbulkwalk binary.
Ifusrfblnfsnmpbulkwalk
[OK: FILE FOUND]

[FOUND] snmpgetnext Binary Path: The path to your snmpgetnext binary.
I.rusrfbinfsnmpgetnext
[OK: FILE FOUND]

[FOUND] Cacti Log File Path: The path to your Cacti log file.

vaarflogfcactucacti log
[OK: FILE FOUND]

SNMP Utility Version: The type of SNMP you have installed Reqlhd If you are using SNMP
v2c or don't have embedded SNMP support in PHP.

| NET-SNMP 5.x |

RRDTeol Utility Version: The version of RRDTool that you have installed.

RRDTool 12x x|
NOTE: Onee you dick "Finish", all of your settings will be saved and your database will be
upgraded if this is an upgrade. You can change any of the settings on this screen ata later time

by going to "Cacti Settings" from within Cacti

Fi
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User Login

Please enter your Cacti user name and password below:

User Name: Iadr‘r‘liﬁ

Password: I

Login | h’

Done
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User Login

*** Forced Password Change ***
\

Please enter a new password for cacti:

“\‘ Passtword: I'“““‘“‘“‘“‘“‘
.‘{' Canfirm: I"“%“‘

Save |

Done
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console graphs
Console Logged in as admin {Logout)
Create You are now logged into Cacti. You can follow these basic steps to get started. Version 0.8.7k
New Graphs

Management
Graph Managemeni
Graph Trees

Dala Sources
Devices

Collection Methods

Dala Queries
Data Inpul Methods
Templates

Graph Templats

Hes Templats
Data Templakes

Im port/Export
Impor Templatkes
Expor Templates
Configuration
Seflings

II

Sysemn Uilifies
User Management

Logout Uiser

o

® Create devices for network
® Create graphs for your new devices
#* View your new graphs

Done
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Consale -> Data Templates

New Graphs

Graph Management
Graph Trees

Dat Sources
Devices

Dats Queries

Data Input Methads
Graph Templakes
Host Templates
Data Templates
Import Templates
Export Templaks

Cenfiguration

Setings
Sysem Ulilities
User Management

Logout User

Data Templates

Logged in as admin (Logouf)

<< Previous

Template Name**

Cisco Router - & Minute CPU
Host MIB - CPU Utilization
Host MI8 - Hard Drive Space
Host MIB - Logged in Users
Host MIB - Processes
Interface - ErrorsiDiscards
Interface - Non-Unicast Packets
Interface - Traffic

Interface - Unicast Packets
Karinet - Noise Level
Karinet - Signal Level

Karinet - Wireless Re-Transmits
Karinet - Wireless Transmits
Linux - Memary - Free

Linux - Memary - Free Swap
Netware - Cache Checks
Netware - Cache Hits
Netware - CPU Utilizatian
Netware - Directory Entries
Netware - File System Reads
Netware - File System Writes
Netware - Open Files
Netware - Total Logins
Netware - Total Lisers
Netware - Volumes

SNMP - Generic OID Tem plate
ucdinet - CPL Usage - Nice
ucdinet - CPL Usage - System
ucdinet - CPU Usage - User

ucdinet - Hard Drive Space

<< Previou

wing Rows 1to

Data Input Method
Get SNMP Data

Get Script Server Data (Indexed)
Get Script Server Data (Indexed)
Get SNMP Data

Get SNMP Data

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)
Linux - Gel Memary Usage
Linux - Gel Memary Usage

Get SNMP Data

Get SNMP Data

Get SNMP Data (Indexed)

Get SNMP Data (Indexed)

Get SNMP Data

Get SNMP Data

Get SNMP Data

Get SNMP Data

Get SNMP Data

Get SNMP Data (Indexed)

Get SNMP Data

Get SNMP Data

Get SNMP Data

Get SNMP Data

Gel SNMP Dat (Indexed)

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Active

I o o o o o o o o o | o o o o o o o o o] o | o o o | o o] i

Active

Choosz an action IDcIeIe =l

| B [ICL

(I}

Done




Cacti Devices
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Cansole = Devices Logged in as admin (Logaul)

Devices

New Graphs Type: IA”y | s IAny | Raws: I 30 Rows | Search I clear

Management

Graph M I )
= Marzpemen << Previous E lows 1to10f1[1] Next >>
Graph Trees y T
Description** ID Graphs DataSources  Status EventCount  Hostname  Currentms)  Awerage(ms)  Awilability

Dat Sources

Localhost 127001 o 014 100 r
<< Previous tolofl1[1] Next >>

Devices

Collection Method s

Data Queries L Chagse an action: I Delete j

Data Input Methads

Graph Templates

Hosl Templates

Data Templakes

Impor Templates b
Exporl Templates

Sefings

Sysiem Utilifies

User Managemeni

Logout User

Done



Cacti New Device
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console

5

X Q In http:#/192.168.1.1 1/cactithost php?action=edit&host_template_id=-1&host_status=-1

= Beo [

—
graphs

Console -> Devices > (Edil)

Logged in asadmin {Logout)

New Graphs
Graph Management

Graph Trees

Data Sources

Devices

Data Queries

Data Inpul Methods

Graph Templakes

Hest Templates

Data Templates

Import/Export

Import Templates

Expor Templates

Canfiguration

Seflings

Sysiem Uil
User Management

Logout User

Devices [ne

Description

Give this hesta meaningful description Ip\x-a

Hostrname
Fully qualified hestname or 1P address for this device.
Host Tem plate

Chagse what fype of hest, host template this is. The hest femplate will govern what kinds of data
should be gathered from this fype of host

[to2168.11

I Cisco PIX Firewall

Notes
Enter nokes 1 his hosl.

Disable Host '_ .
Check this box 1o disable all checks for this host. Disable Host

Availability/Reac habil ity Options

DCowned Device Detection
The method Cacti will use ¥o determine if a hesl is available for polling. =
NOTE: Itis recommended that ata minimum. SNMP alway's be selected
Ping Method

The type of ping packet fo seni

NOTE: ICMP on Lintwe/UNIX requires oot privileges

Ping

ICMP Ping =]
Foo

1

version 1 x|
public

161

Ping Timeout Value
The fimeaut value 4o use for host ICMP and UDP pinging. This hest SNMP fimeout value applies
for SNMP pings.

Ping Retry Count

The number of fimes Cacli will atiempi o ping a hosi before failing

SNMP Options

SNMP Version
Choose the SNMP version for this device.

SNMP Community

SMNMP read community for this device.

SNMP Port

Enter the UDP porl number 1o use for SMMP (default is 161).
SNMP Timeout

The maximum number of millisecands Cacti will wait for an SNMP response (does nei work with [S00
php-snmp supporl)
10

Maximum OIC's Per Get Request
Specified the number of OID's that can be obtrined in a single SNMP Gel request
NOTE: This feature only works when using Spine

Done
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@ In http/f192.168.1.11/cacti’lhost php?action=edit&host_template_id=-1&host_status=-1

Mew Graphs

Graph Managemeni
Graph Trees

Dala Sources
Devices

Data Queries

Data [npui Methods
Graph Templates
Hosl Templates
Dala Templaks
Impor Templates
Expor Templates
Seflings

Sysiem Uilifies
User Managemeni

Logout User

Devices [new]

Description

Give this hesl a meaningful descriplion. ILOChSEl

Hostname
Fully qualified hosiname or IP address for this device.

Host Template

Chooee what fype of hosl, host femplake this is. The host emplake will govern whal kinds of dafa should be I Linux Server j
gathered from this type of hosl.

[192.168.17

Notes
Enier noes 4o this hosl,

Disable Host I_ .
Check this box to disable all checks for this hosi. Dizable Host

AvailabilityReachability Options

Downed Device Detection
The method Cacli will use o delermine if a hosl is available for polling.
NOTE: itis recommended that at 2 minimum, SNMP always be selecied

Ping Timeout Value
The fimeoul value to use for host ICMP and UDP pinging. This host SMMP {imeoul value applies for
SMMP pings.

Ping Retry Count
The number of imes Cacli will atempl o ping a hosl before failing.

SMNMP Options
SNMP Version -
I Version 1 J

Chocse the SNMP version for this device.
Ipublic

SMNMP Community
SMMP read community for this device.

SMNMP Part 161
Enter the UDP porl number o use for SNMP (defaullis 161).

SNMP Timeout

The maximum number of milliseconds Cacti will wait for an SNMP response (does nol work with 500
php-snmp supparl).

Maximum CIC's Per Get Request
Specified the number of OID's thaican be oblained in a single SMMP Gel requesi.
MNOTE: This feaiue only works when using Spine

—

cancel ]| create ]

Done



Cacti Create Graphs

Eile Edit VMiew Go Bookmarks Tools Help

@ - - B & |9 hitp:/r192.168.1.11/cactiigraphs_new php?host_id=4 j P co |Gl
FET | Lochsa (192.168.1.7)
Mew Graphs

*Edit this Host
*Create New Host

Host  |Lochsa (192.168.17) x| Graph Types: All =

Graph Managemeni

Graph Trees
& Graph Templates
Dala Sources
Graph Template Name
Devices
Collection Methods Create: Hosl MIB - Logged in Users
Data Queries Create: Hosl MIE - Processes

Data Inpui Methods

Graph Templakes

Create: ucd/net - CPU Usage

Create: ucd/nel - Load Average

SESESENENI

Host Templates Create: ucd/nel - Memory Usage

Data Templates

Im port/Expart

Create: I (Select a graph type to create) ;I

o V= Data Query [SNMP - Get Mounted Partitions]
e Index Description Storage Allocation Units k .
Configuration
1 Memory Buffers 1024 B
Seflings ~ s I_
: ot e o 3
Sysiem LHilities 3 Swap Space 1024 Byles |7
User Managemeni
4 i ACEG Byles 2
Logoui User
5 fays ACGE Byles ~
5] J=yslernelidebug 4096 Byles I_
7 /baal ACG6 Byles 2
a Jysflernelisscurity 4096 Byles I_
Data Query [SNMP - Interface Statistics]
Index Status Description Name (IF-MIB) Alias (IF-MIB) Hardware Address IP Address .
1 Up lo lo softwareloopback(24) 10000000 127.001 I_
2 Up eth0 eth0 etherneiCsmacd (6) 100000000 00:00:01:02:6C:3FES 192 182.1.41 E
3 Dawn sif) sif) funnel{131) 0 ~
L Select a graph type: | InfOUt Bits with 95th Percentile  »|

cancel ]| create ]

[«

Done
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console graphs

Console -> Graph Trees -> (Edif)

| Q In http:#/192.168.1.1 1/cactiffree.php?action=edit&id=1

= Beo [

Logged in asadmin {Logout)

New Graphs
Graph Management
Graph Trees
Data Sources
Devices
Collection Method s
Data Queries
Data Inpul Methads
Graph Templakes
Hest Templates
Data Templates
Impart Templates
Expor Templates

Canfiguration

Sefiings
System Ulililies
User Management

Logout User

Graph Trees [edit: Default Tree]

Name
A useful name for his graph fres. IDefauIt Tree

Sorting Type
Chagse how iems in his free will be soried.

IManuaI Ordering (No Sorting) j

Host: Localhest (127.0.0.1) (Edit host) Hest V& »

Done
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console graphs " I

Console -= Graph Trees -= (Edif) -> Graph Tree hems Logged in asadmin (Logout)

1]
i}
w

Mew Graphs

Chaose the parent for this headerigraph

Management
Tree ltem Type

Graph Managemeni
Choose what type of free item fhis is.

Graph Trees
Tree ltem Value
Daia Sources ot
o
Devices Chaose a host here 1o add it o the fres. €3512-a (192.168.1.2) j
Data Queries Choose haw graphs are grouped when drawn for this pariicular host on the free. Graph Template x|

Data Inpui Methods

Graph Templates b
Host Tem plates
Data Templates

Im port/Export
Import Tem plates
Export Templates

Configuration
Seflings
Utilities

System Utilities
User Management

Logaut Ussr

o

Done
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Logged in as admin {Logout)

Graphs -> Trae Mode

S Gz Prassts: | Last Day +| From: (20090325 2242 | [ Te: (20090326 22142 | [ 4 (1Day  t|p [ refresh |[ clear |
Host: Localhost
é‘ Netwark m-dask‘tup
Host: pix
U e3512-a
~c2924-a kdm-desktop - Used Space - / A
Bl Hosts 106 o B
" Host: Localhost B G @
Host: lochsa " 66
" Host: seluay ;;; 4
“ Host: snapl 6
" Host: vm1
" Host: srvrl e Thu 00:00 Thu 06:00 Thu 12:00 Thu 18:00

From 2008/03/25 22:42:38 To 2009/03/26 22:42:38

" Host: clearwater

9
1

Max imum:
Maximum:

G Average:
G Average:

W Total Current:
W Used Current:

E— 9.39 9.39 G 9.39 G
osts Weatherbug
4.89 4.69 G 4.71 G

El'services

kdm-desktop - Used Space - /home

“Host: APC 3000 1000 G
800 G
“APC 2200 (Selway)
“APC 1000 (Lochsa) n 600G
p
> 400 G

200 G

e L

Thu 0@:00 Thu 86:00 Thu 12:00 Thu 18:00
From 2009/03/25 22:42:38 To 2009/03/26 22:42:38

W Total Current: 907.51 G Average: 907.51 G Maximum: 907.51 G
| Used Current: 436.04 G Average: 429.61 G Maximum: 436.05 G

kdm-desktop - Used Space - /var

bytes

L

scooo0o00
Soooo0 a0
eep

Done PE = 192.168.1.11
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. -
Done
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= From 2009/03/25 22:42:38 To 2009/03/26 22:42:38
O 1 Minute Average Current: 0.77  Minimum: 0.00 Average: 233.23 m Maximum: 3.35
@ 5 Minute Average Current: 0.75  Minimum: 0.00 Average: 224.38 m Maximum: 1.91
W 15 Minute Average Current: 9.59  Minimum: 0.00 Average: 193.94 m Maximum: 1.55
kdm-desktop - Memory Usage &
4.0 G @
306 o
1200
t
2
1.06
0.0
Thu 60:00 Thu 86:00 Thu 12:00 Thu 18:00
From 2009/03/25 22:42:38 To 2009/03/26 22:42:38
W Memory Free current 2.50 G Average: 1.74 G Maximum: 3.19 G
Done H ™3 192.168.1.11
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Most Visited ~ #dGetting Started N Novell WebAccess & RT Login  [B¥Sales Projection [P¥sales & 0ld AT Login \'wiki [8]viewvC € Login - Kount DMC [8]Send to CredMe.com

i~ @recently Bookmarked = [§] Spam Links - dead ... [@] SkillPort Registratio... [@]The Reuseum [@] freshmeat.net: Proj... [8] MySQL :: MySQL HA...

|” Cacti [X] "_‘ MNagios (%] I@wwkl:user:kdm:cude_camp_pr". %]

TT Ul 2UUT7 U 20 22,95, 22 TU 2UUD) UDf 20 22, 5. £

W Memory Free Current: 39.98 M Average: 38.66 M Maximum: 40.57 M
O Memory Buffers Current: 45.68 M Average: 45.67 M Maximum: 45.68 M
O Cache Memory Current: 228.99 M Average: 230.03 M Maximum: 231.68 M

lochsa - DNS Requests &
» 100 @
2 2]
= e e e e |
& 60 i
2
" 40
t
v 20
S
& 0+
Thu 00:00 Thu 06:00 Thu 12:00 Thu 18:00
From 2009/03/25 22:44:25 To 2009/03/26 22:44:25
O A Records Current: 74.00 Average: 74.65 Max: 139.73
@ MX Records Current: 0.00 Average: 0.00 Max : 0.00
B NS Records  Current: 0.00 Average: 0.00 Max : 0.00
B PTR Records Current: 0.00 Average: 273.75m Max: 6.83
O TXT Records Current: 0.00 Average: 694.44 u Max: 966.67 m
W Total Current: 77.17 Average: 78.11 Max: 143.70
lochsa - DNS Content Requests S
w
5 3oq I I fi ~
3 il ”. r'1 1 A L n n .:\ n I ’.I 4 r' @
E . mﬁ 'IIJIH |J|‘ \ |1r u L\"\\L‘LIU‘L"JUIHFJ‘“”IL\‘L'L‘ ‘:ur“‘.f‘l_ru h“l LAF‘II"IL 1“l|‘ | L_Ir JUN i HJL' LA
2
"
t 1.0
H
S
& gglalalad Mined 0 0 P 7 L I O,
Thu 00:00 Thu 06:00 Thu 12:00 Thu 18:00
From 2009/03/25 22:44:25 To 2009/03/26 22:44:25
O A Records Current: 2.00 Average: 2.10 Max : 7.77
@ MX Records Current: 0.00 Average: 0.00 Max: 0.00
B NS Records  Current: 0.00 Average: 0.00 Max : 0.00
B PTR Records Current: 0.00 Average: 129.86 m Max: 1.93
O TXT Records Current: 0.00 Average: 0.00 Max: 0.00
W Total Current: 2.00 Average: 2.40 Max: 10.67
Done H =3 192.168.1.11
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@@ -¢

o E E E [” http:/f192.168.1.11/cacti/graph_view.php?action=tree&tree_id=1&leaf id=64

-G~

@

&

[ Most Visited ~ s Getting Started N Novell WebAccess AT Login [@¥Sales Projection [BSales & Old AT Login {/wiki [8]viewvC  Login - Kount DMC (@] Send to CredMe.com

= @recently Bookmarked ~ [@] Spam Links - dead ...

[@] skilPort Registratio...

|@]The Reuseum @] freshmeat.net: Proj... [©] MySQL :: MySQL HA...

|” Cacti [x] ‘Ll Nagios (%] I\"fj{wiki:user:kdm:codeicampipr... (%] 1
» lo0 L
=
5 il
: 0.5 I
H ‘J L\\_ﬂ =AU SR LR
s |
ﬁ @ t"‘-v\.-m_-..—._.rV‘w\-«-H \f'-l_..—./'fr\'\--f—"\r‘_,_l_.m‘_p__/«-—r—
§ ' Thu 00:00 Thu 06:00 Thu 12:00 Thu 18:00
= From 2009/03/25 22:45:10 To 2009/03/26 22:45:10
O 1 Minute Average Current: 0.06 Minimum: 2.22 m Average: 266.32 m Maximum: 1.68
@ 5 Minute Average Current: 0.13  Minimum: 28.92 m Average: 206.50 m Maximum: 1.28
W 15 Minute Average Current: 0.11 Minimum: 35.5@ m Average: 173.50 m Maximum: 838.00 m
clearwater - Memory Usage &
300 M @
(3]
w 200 M
o
5
5.
= 100 M
Thu 60:060 Thu 06:60 Thu 12:60 Thu 18:00
From 2009/03/25 22:45:10 To 2009/03/26 22:45:10
W Memory Free Current: 16.13 M Average: 26.10 M Maximum: 51.17 M
W Memory Buffers Current: 15.72 M Average: 14.06 M Maximui 16.98 M
O Cache Memory Current: 147.02 M Average: 190.18 M Maximum: 241.92 M
clearwater - Apache Statistics - Hits &
300 m @
@
§ 200 m
<
W
g
£ 100 m
o+
Thu 60:060 Thu 06:60 Thu 12:60 Thu 18:00
From 2009/03/25 22:45:10 To 2009/03/26 22:45:10
O Hits/sec. Current: 53.45 m Average: 84.38 m Maximum: B47.22 m
http:/192.168.1.11/cacti/graph php?action=view&local_graph_id=161&rra_id=all HE®= 182168111
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i~ @Recently Bookmarked =[] Spam Links - dead ...

[@] skillPort Registratio... [@]The Reuseum [@] freshmeat.net: Proj... [8] MySQL :: MySQL HA...

|” Cacti

Done

[X] "_‘ MNagios (%] I@wwkl:user:kdm:cude_camp_pr". X] 1
snapl - MySQL Key Statistics ;;
100 A
N I i I ©
80 - JL- v e
60
Ll . — g O PN O T T T T 1
20
Thu 00:00 Thu 05:00 Thu 12:00 Thu 18:00
From 2009/03/25 22:46:16 To 2009/03/26 22:46:16
O Key Blocks Used Current: 0.00 Average: .00 Max imum: 0.00
W Key Read Requests Current:  82.00 Average:  80.20 Maximum: 133.37
W Key Reads Current: 16.67 m Average: 16.67 m  Maximum: 19.74 m
@ Key Write Requests Current: 30.98 Average: 30.98 Maximum: 43.93
M Key Writes Current: 6.53 Average: 5.55 Maximum: 13.79
snapl - MySOL Main Statistics &
&)
a0 L
o+
Thu 00: 00 Thu 06:00 Thu 12:00 Thu 18:00
From 200S9/03/25 22:46:16 To 2009/03/26 22:46:16
@ Conn per sec Current: 394.81 m Average: 389.99 m Maximum: 538.98 m
W Quest per sec current:  13.73 Average: 11.21 Maximum:  28.23
O Slow quer per sec Current: 0.00 Average: 0.00 Maximum: 0.00
W Threads Conn current: 11.83 Average: 14.09 Maximum: 17.30
snapl - MySQL Qcache Statistics ;;
(£}
10 M
Thu 00:00 Thu 06:00 Thu 12:00 Thu 18:00
From 20A9/A3/25 22-4AR: 1A Tn 2AA9/A3/2A 22-4R- 1A
=3 192.168.1.11
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Nagios Configuration

» Object based configuration files with

inheritance
e Objects
e Host « Contact
e Host Group e Contact Group
o Service o Extended Host Info

Extended Service Info

Service Group

Command Definitions

Time Periods



Time Periods

define timeperiod {
timeperiod name
alias
sunday
monday
tuesday

wednesday

24x]

24x]

00:
00:
00:
00:

00-24:
00-24:
00-24:
00-24:

00
00
00
00



Contacts

define contact {
contact name
alias
service notification period
host notification period
service notification options
host notification options
service notification commands
host notification commands

email

}

kdm

Kevin Mueller

24x77

24x77

wW,u,C,r

d, r
notify-service-by-email
notify-host-by-email

emailldaddress.com



Contact Group

define contactgroup {
contactgroup name admins
alias Administrators

2 members kdm, root

}



Commands

define command {
command name check snmp storage vl

command line SUSER1S/check snmp storage.pl -H
SHOSTADDRESSS -C S$SARG4S$S -m SARG1S -r -w $ARG2$ -c $ARG3S

}

define command {
command name check ssh 4

command line /usr/lib/nagios/plugins/check ssh -4
SHOSTADDRESSS

}



Host Template

define host {

name generic-host
notifications enabled 1
retaln status information 1
retalin nonstatus Information 1
check command check-host-alive
max check attempts 10
notification interval 10
notification period 24x77
notification options d,u, r
contact groups admins

register 0

}



Service Template

define service {
name generic-service
active checks enabled
passive checks enabled
parallelize check
obsess over service
check freshness
notifications enabled
retain status information
retain nonstatus Information
notification interval
is volatile

normal check interval

I R e L i = =T S S S S =

retry check interval
max check attempts 4
notification period 24x77
notification options w,u,C,r
contact groups admins
register 0

}



Host Extended Info

define hostextinfo {

hostgroup name cisco
name clsco
icon 1mage cisco.gif
icon 1mage alt Cisco IOS
vrml 1mage cisco.gif
gd2 mage clisco.gd?2

reglster 0

}



Host Definition

define host {
host name

] alias
address
use

parents

}

pPlx

PIX Firewall
192.168.1.1
generic-host

c3512-a



Service Definition

define service {
use generic-service
host name pix
service description SSH
check command check ssh 4
}
define service {
use generic-service
host name snapl
service description Disk Space

check command

check snmp storage vl1!/home!80!90!public



HostGroup/ServiceGroup Definition

define hostgroup {

hostgroup name ubuntu-servers
alilas Ubuntu Linux Servers
members snapl, srvrl

}

define servicegroup {
servicegroup name ssh-servers
alias SSH Services
members snapl, SSH, srvrl, SSH

}
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Network Outages

Maonitoring Performance

Service Check 0.01 /4.05/0.446 sec

Execution Time:
0.01/0.39/0.156 sec
0.01/10.01/1.128 sec

Service Check Latency:
Host Check Execution
Time:

Host Check Latency:

# Active Host / Service
Checks:

# Passive Host/ Service 0/0
Checks:

0.00/0.24 /0.099 sec
9/49

Network Health

Host Health:

—

Service Health: :]

0 Unreachable

Services

0 Pending

1 Critical 2 Warning

Monitoring Features

0 Unknown

0 Pending

Flap Detection

All Services Enabled

Notifications

Mo Services Flapping
All Hosts Enabled
Mo Hosts Flapping

http:ff182.168.1.11/cgi-bin/nagios3ftac.cgi

Event Handlers

Active Checks Passive Checks

All Services Enabled
All Hosts Enabled

All Services Enabled
All Hosts Enabled

All Services Enabled
All Hosts Enabled
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c2924-a 2009-03-26 20:33:01 Sd 6h 33m 225 PING OK - Packet loss = 0%, RTA = 3.52 ms

c3512-a 2009-03-26 20:34:41 23d6h41m31s  PING OK - Packet loss = 0%, RTA = 3.21 ms

2d22h 48m18s  PING CRITICAL - Packet loss = 100%

kem-desktop 2009-03-26 20:33:11 Oc Oh 30m 42s PING OK - Packet loss = 0%, RTA = 0.34 ms
lochsa S g} P 2009-03-26 20:34:01 0d 22h 21m 428 PING QK - Packet loss = 0%, RTA = 0.36 ms
pix "@ up 2009-03-26 20:34:41 SdBh51m 47s PING OK - Packet loss = 0%, RTA = 0.41 ms
selway Finsy @ P 2009-03-26 20:34:31 0d 22h 21m 39s PING OK - Packet loss = 0%, RTA = 3.45 ms
® Process Info =
% performance snapl ,.‘g} up 2009-03-26 20:35:41 23c 6h 40m 165 PING OK - Packet loss = 0%, RTA = 0.07 ms
ed "
srvrl ':‘@ UP 2009-03-26 20:34:11 0cd 13h 24m 425 PING OK - Packet loss = 0%, RTA = 558 ms
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8 view Config
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Disk Space iusr OK 2009-03-26 20:37:24 1d Sh16m 17s  1/3 usr: 33%used(1564MB/476TMB) (<B0%) : OK
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# Hostgroup Grid %’% ok 2009-03-26 20:37:24 0d Oh 31m Ss 173 Inome: 48%usec(44651 OMB/92928BMB) (<B0%) : OK
= home.
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®unhandled Disk Space oot OK 2009-03-26 20:35:37 0d 22h 20m 525 1/3 Mhoot: 15%used{39MB/259MB) (<80%) : OK
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Server YES)
Configuration SSH oK 2009-03-76 20:35:22 0d 11h 30m 7s 173 SSH OK - OpenSSH_4.2 (protocol 1.99)
®View Config .
snapl ‘s Currentload  OK 2009-03-26 20:37:24 1d 14h 58m 18s 173 Load : 0.390.50 0.48: OK
Current Users 0K 2009-03-26 20:37:15 23d 3h 33m0s 173 USERS OK - 0 users currently logged in
Disk Space / OK 2009-03-26 20:38:14 1d 15hOm 188 1/3 I B%used(1580MB/20319MEB) (<B0%) : OK L
Disk Space boot OK 2009-03-26 20:38:14 1d 15h Om 1Bs  1/3 Mboot: 10%used{S0MB/496MB) (<B0%) : OK =
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Wiew Alert Histogram For This Host
[View Availabilty Report For This Host
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all, hitp-servers, ssh-servers,

Suse-servers

192.168.18

SuSe
( Suse)

Host State Information

Host Commands

Host Status

Status Information:
Performance Data
Current Attempt

Last Check Time:

Check Type

Check Latency / Duration:

Last State Change

Last Notification:

Is This Host Flapping?
In Scheduled Downtime?
Last Update:

Next Scheduled Active Check:

UP  (for Od 22h 24m 13s)
PING CkK - Packet loss = 0%, RTA =035 ms

1110 {HARD state)
2008-03-26 20:39:41
ACTIWE
0.098 /0.014 seconds
2003-03-26 20:44:51
2009-03-25 22:16:34
MEA (notification 0)
NO  (0.00% state changs)
NO
2009-03-26 20:40:43 (0d Oh Om 4s ago)

Active Checks ENABLED
Passive Checks: ENABLED
Obsessing: ENABLED
Natifications: ENABLED
Event Handler: ENABLED
Flap Detection: =~ ENABLED

Host Comments

ALocate host on map

xD\sabIe active checks of this host
@Re-schedule the next check of this host

4 | Submit passive check result for this host
xSmn accepting passive checks for this host
xSmg obsessing over this host

xD\sabIe notifications for this host

QESend custom host notification

_.szSEhEduIE downtime for this host

xD\sahIE notifications for all sevices on this host
v’ Enable notifications for all sewvices on this host
@Schedule a check of all services on this host
XD\sabIe checks of all senvices on this host

w* Enable checks of all senices on this host
xD\sabIe event handler for this host

xD\sabIe flap detection for this host

g:;.&.dd a new comment ;.’ Delete all comments

This host has no comments associated with it
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[ Most Visited = v Getting Started [N MNovell WebAccess & RT Login [E¥Sales Projection [B¥Sales & Old RT Login \Trwiki [@]ViewwC

wl ™ @Recently Bookmarked ~ (@] Spam Links - dead ... [@| SkillPort Registratio... [g]The Reuseum || freshmeat.net: Proj...
| W cacti (x| | N Nagios %] l
N - _ Alert History All Hosts and Services State type options:
Last Updated: Thu Mar 26 20:41:45 MDT 2009 -
— a g l o s Nagios® 3.0.2 - www nadios.ore Log File |ml
Logged in as nagiosadmin Latest s . History detail level for all hosts:
[View Status Detail For All Hosts Thu Mar 26 | all alerts )
® Hom |View Motifications For All Hosts 00:00:00 MDT 2009 -
#Documentation to O Hide Flapping Alerts
Present..
[ Hide Downtime Alerts
File: nagios.log [ Hide Process Messages
[ oider Entries First
| Update |
® Status Map
#/3-D Status Map March 26, 2009 20:00

% Ser : Problems
@ [2009-03-26 20:08:21] SERVICE ALERT. kdm-desktop;MD RAID Status, OK;HARD; 1;MD Raid Status OK - 0
Unhandled “

# Host Proble (@ 12005-03-26 20.08.01] SERVICE ALERT. kein-desHop;Disk Space [OKHARD; 111 S0%ussd(4303MBIS61 HE) (<B0%) : OK
& ,:E_L;:,'I']::d;“‘:agu (@l 12009-03-26 20:07:51) SERVICE ALERT. hdm-deskton;SSH OIGHARD;1;S5H OK - OpenSSH_5.1p1 Debian-Suburiu (pratocal 2.0)
(@ 12009-03-26 20:07:31] SERVICE ALERT. kdm-desktop;Current Load O HARD;1:Load 1 35 1.35 0.59 : OK
(@l [2009-03-26 20:07:31] SERVICE ALERT. hdm-desktopDisk Space /var, OFHARD: 1:/var: 20%used(1134MBISTSEHE) (<80%): OK
[2008-03-26 20.07:31] SERVICE ALERT. kelm-desktop;Disk Space home;OK;HARD;1;home: 48%used(44651 OMBI223286MB) (<80%) | OK
[2005-03-26 20.07:31] HOST ALERT: kdm-desktop,LUP, SOFT;6;PING OK - Packet loss = 0%, RTA = 0.34 ms
[2005-03-26 20:06:21] HOST ALERT: km-desktop,DOVWN, SOF T;5,CRITICAL - Host Unreachable (192.168.1.20)
[2005-03-26 20:05:11] HOST ALERT: kelm-desktop,DOVWN, SOF T;4;,CRITICAL - Host Unreachable (192.168.1.20)
[2005-03-26 20:04:01] HOST ALERT: kdm-desktop,DOVWN; SOFT;3,CRITICAL - Host Unreachable (192.168.1.20)
[2009-03-26 20:02:51] HOST ALERT: kem-desktop;DOVWN; SOF T;Z,CRITICAL - Host Unreachable (192.168.1,20)

3 [2009-03-26 20:02:31] SERVICE ALERT. kdm-desktop;MD RAID Status; UNKNOVWN;HARD; 1;MD Raid Status problem - No data received from host
Reportin

po k] 3[2009-03-26 20:02:11] SERVICE ALERT. kdm-desktop;Disk Space ;UNKNCWN;HARD; 1,ERROR: Description/Type table : Mo response from remote host
% Trends 1921681 .20'

% Availability ‘ [2009-03-26 20:01:51] SERVICE ALERT. kem-desktop; SSH, CRITICAL HARD;1;Mo route to host

% Alert Histogram

3[2009—03—26 20:01:41] SERVICE ALERT. kdm-desktop; Current Load; UNKNCWWN;HARD; 1,ERROR: Description table | No response from remote host '192.168.1 .20

[2009-03-26 20:01:41] SERVICE ALERT. kdm-desktop;Disk Space /var, UNKNOWHN,HARD;1,ERRCR: Description/Type table : No response from remote host
"192.168.1.20'

(@) 12009-03.26 20:01-41] SERVICE ALERT- kdm-desktop;Disk Space home UNKNCWWNHARD: 1,ERROR: Description/Type table - Ho response from remote host
192.168.1.20'
[2009-03-26 20:01:41] HOST ALERT: kem-desktop; DOWN,SOFT;1;CRITICAL - Host Unreachable (192 1651 20)

. 3 [2009-03-26 20:01:31] SERVICE ALERT: kdm-desktop;MD RAID Status; UNKNOVWM, SOFT;1;MD Raid Status problem - No data received from host
% view Config

March 26, 2009 10:00

[2009-03-26 10:28:11] SERVICE FLAPPING ALERT: selway,Disk Space fvarfvideo, STOPPED; Service appears to have stopped flapping (3.8% change = 5.0%
— threshold)

March 262009 N9-NN
http:/f192.168.1.11fcgi-bin/nagies3/history.cgizhost=all =3 192.168.1.11

IDR

4]
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Fle Edit Wiew History Delicious Bookmarks Tools Help

éa - 6 = h:j E E | N | httpyr192.168.1.11/nagios3/ | - l G+ @

[ Most visited @b Getting Started [N Novell WebAccess & RT Login  [@Sales Projection [¥Sales & old RT Login \f/wiki  [@] Viewwc »

]~ @Recently Bookmarked ~ (6] Spam Links - dead ... [g] SkillPort Registratic... [@|The Reuseum [g] freshmeat net: Proj... »
||u Cacti (%] | N Nagios [x] w T

Host State Breakdowns:

Nagios

® Home
® Documentation

Unscheduled 6d 230 54m 10s 99.942%  99.942%
up Scheduled 0d0hOmOs  0.000% 0.000%
Total 6d 23h 54m 10s 99.942% 99.942%
Unscheduled 0d Oh5mEDs  0.058% 0 058%

o Host Detail Scheduled 0d0nOmOs  0.000% 0.000% =
. :::tﬂcr:;'rpn“p o very Unscheduled 0d0hOmOs  0.000% 0.000%
Scheduled 0d0hOmOs  0.000% 0.000%

vicegroup Grid
® Status Map

#3-D Status Map Magios Not Running Od Oh Om Os 0.000%

Undetermined  Insufficient Data Od Oh Om Os 0.000%
ce Problems
nhandled Total 0d0hOmOs  0.000%
t Problems Al Total 7d0h0mOs  100.000%  100.000%

nhandled
® Network Dutages

State Breakdowns For Host Services:

Current Load 99.892% (99.892%) 0.000% (0.000%) 0.108% (0.108%)  [IIDDOTMOM00%) 0.000%
Disk Space / 99.9427% (99.942%) 0.000% (0.000%) 0.058% (0.058%)  [IIDDOYANA20D00 O 000%
Disk Space /home 99.942% (99.9427%) 0.000% (0.000%) 0.058% (0.058%)  [MDBONOM000%) 0.000%
Disk Space fvar  99.942% (39.942%) 0.000% (0.000%) 0.058% (0.058%) | [IGDOHNOM00%) 0 000%
MD RAID Status 99.853% (99.853%) 0.000% (0.000%) 0.147% (0.147%)  [i000NOM000%) 0.000%
SSH 99.940% (99.940%) 0.000% (0.000%) 0.000% (0.000%)  [IDBOYANA0BO0) 0 000%
Average 99.919% (99.919%) 0.000% (0.000%) 0.071% (0.071%)  POA0ZMDMI0%) 0.000%

Reporting

®Trends

Host Log Entries:
View full log entries

2009-03-17 13:45:08 |2009-03-17 13:45:09 |0c Oh Om 15 HOST UP (HARD) First Host State Assumed (Faked Log Entry)
@ view -('Dllfig 2009-03-24 00:00:00 |2008-03-25 00:00:00 |1d Oh Om Os HOST UP (HARD) PING COK - Packet loss = 0%, RTA = 035 ms
2009-03-25 00:00:00 |2009-03-25 19:24:27 0 18h 24m 275 HOST UP (HARD) PING COK - Packet loss = 0%, RTA = 034 ms
2009-03-26 00:00:00 |2008-03-26 20:01:41 [0c 20h 1m 415 HOST UP (HARD) PING COK - Packet loss = 0%, RTA = 8.07 ms

2009-03-26 20:01:41 | 2008-03-26 20:02:51 | 0cl Oh 1m 10s |FGSTBGANSBRTIN cRITICAL - Host Unreachable (152.168.1.20)
2009-03-26 20:02.51 | 2008-03-26 20:04:01 | 0cl Oh 1m 10s [FBSTBGMNISBRTIN cRITICAL - Host Unreachable (152.168.1.20)
2009-03-26 20:04:01 |2008-03-26 20:05:11 | 0cl Oh 1m 10s _‘ CRITICAL - Host Unreachable (192.168.1 20)
2009-03-26 20:05:11 | 2008-03-26 20:06:21 | 0cl Oh 1m 10s _‘ CRITICAL - Host Unreachable (182.168.1.20)
2009-03-26 20:06:21 | 2008-03-26 20.07:31 | 0cl Oh 1m 10s _‘ CRITICAL - Host Unreachable (192.168.1 20)
2009.03-26 2010731 |2005-03-26 20/43:20 [0d On 35m 435+ |HOSTUR (SOFT) | PING OK - Packet loss = 0%, RTA = 0.34 ms

Done FE s 192168111
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Fle Edit View History Delicious Bookmarks Tools Help
& - @ = ud E B [N ]htpy192.168.1 11/nagiosy/ -] @~ )

[ Most Visited v P Getting Started N Novell WebAccess & RT Login [B¥Sales Projection [¥Sales & Old RT Login ‘Z/'Wiki [@]ViewvC (€ Login - Kount DMC (@] Send to CredMe.com

B ™ @Recently Bookmarked ~ (] Spam Links - dead ... (@] SkillPort Registratio... [@|The Reuseum [g] freshmeat.net: Proj... [g] MySQL :: MySQL HA... (@] Shuttle Power Suppl... [@] How To Create A Lo... [g] UCcert: The UCcert ... [g] Cisco ASA 5500 Seri... =
| I cacti (%] ‘ N Nagios [x] } -
N a ios Configuration Object Type: M
e Last Updatect: Thu Mar 26 20:50:27 MDT 2008 [Borvices =
B

Nagios® 3.0.2 - www .nagios.org

Logged in as nagiosadmin —
—

®Home
® Documentation

@
®Tactical Overview .

® Service Detail Services

% Host Det:

® Hostgroup Overview

® Hostgroup S -
® Hostgroup Grid

® Servicegroup Overview

® servicegroup Grid Unknown,
@ Status Map 29243 PING 3 On3m  OnAM ek ping100.0.20%I500.0,60% 247 Yes Mo Yes  Yes  Yes Mo Auto-determinedl o Yes OhOmOs  Criical,  24x7 Yes  MNone  Yes Progrg
Os Os valug Re-notification valug
% 3-D Status Map Recovery
®Service Problems Nrioe
®unhandled c2924-a Telnet 3 32 & g: L check telnet 4 24x7  Yes Mo Yes Yes Yes No 3;:‘::&3”“‘"” admins Yes Oh10m Os OhOmOs  Critical, 4x7 Yes None  Yes 5;?3:
® Host Problems Recovery
® uUnhandled
®Network Outages Unknown
Oh3m  Ohim . Auto-determined ' Progrs
c3512-a PING 3 0s 0s check_ping!100.0 20%!500.0 60% 24x7  Yes Mo Yes Yes Yes No [ Tz admins Yes Re-notfication OhOmOs  Critical, 24x7 Yes None Yes [ i
Recovery
Unknown,
35128 Telnet 3 [Lizinl i check telnet 4 24x7  Yes Mo Yes Yes Yes No (Al admins Yes Oh10m Os OhomOs  Critical, 47 Yes None Yes sl
Os Os value value
® Comments Recavery
% Downtime
Unknawn,
0 " 3
Process Info clearwater  Currert Load 3 Ghdm  O01M check s load viinetsl50.4030100804 056xmax 247 Yes Mo  Yes Yes Yes Mo Auto-determined ooy Yes Oh10mOs  OhOmOs  Criical, 2447 Yes MNone Yes 1od®
®performance Info Os s value ez o valug

® scheduling Queue

Unknown,
Reporting clearwater Disk Space/ 3 g: m g:m check snmp storage v1WB0IS0/54xmax 4xT  Yes Mo Yes Yes Yes Mo :;:ltfe-detenmned admins Yes 0h 10m Os OhOmOs  Critical, X ‘Yes Mone Yes :;TS;E

2447 4x7
Recovery
Y Unk
® Alert Histogram -~ nknown,
® Alert History clearwater i‘::‘nfpam 3 gg am g:"" check snmp storage v1lhomelB0IS0IS4xmax 24x7  Yes Mo  Yes Yes Yes Mo f;flfedm'm‘"e“ admins Yes Oh10mOs  OhOmOs  Criical,  24x7 Yes  None Yes :;‘I’E:
® Alert Summary Recovery
%/ Notific
® Event Log " Unknown,
clearwater i‘:‘r{ SEEE 3 32 £l g: i check snmp storage v1WusriB0I90I54xmasx 2447 Yes Mo Yes Yes Yes Nov 3;!:Edetenmned admins Yes Oh 10m Os OhOmOs  Critical, 247 Yes None Yes 5;?3:
. . Recovery
Configuration
% view Config Unknown,
clearwater il e 3 L& | check snmp storage vilvarl30190154xmax 2447 Yes Mo Yes Yes Yes Nov Bceb=ne admins Yes Oh 10m Os OhOmOs  Critical, 247 Yes None Yes Proarg
Ivar Os Os value valug
Recovery
Unknown,
Oh3m  Ohim = | ! 8 ! Auto-determined . Ne ' 9 ! ! Progrg_ |
clearwater HTTP 3 os 0s chech http 2447 Yes Mo Yes Yes Yes No [ iva admins Yes [N 0h Om 0s grmcal‘ 47 Yes Nene Yes valug |+
[ I D]

Done P EM: 192168111
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|D Cacti I} | N Nagios [x] } -
N a ios Network Map For All Hosts Layout Method: _ Sealing factor:
g Last Updated: Thu Mar 26 20:35:32 MDT 2009 | Balanced tree 3|00
Updated every 90 seconds E J
Nagios® 3 0.2 - www nagios org Drawing Layers: Layer mode:
®tom Cosigne I [med a0 eloin All Servers Jinclude
@ Documentation [View Status Detail For All Hosts Cisco Devices @ Exelude

[View Status Overview For All Hosts

HTTP servers
Pingable servers -

Suppress popups: —
| Update |

@

® Status Map -
#3-D Status Map Nqbﬂ

%serm : Problems Nagios Process

S unhandled
® Host Proble
® Unhandled
@ Network Outages
shnapl
L

c232d-a
Up
o

Reporting

®Trends
® Availability

N

® Alert Histogram :3
® Alert History suse ol
c3512-a lochsa arurl
o \ Up Up
&
e~ 4 SUSE
 view Config Kem-desktop pix seluay
lp U Up
clearuater
Dowr

Done o A==z 192.168.1.11
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